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SUBCHAPTER B—SECURITY RULES FOR ALL MODES OF 
TRANSPORTATION

PART 1520—PROTECTION OF 
SENSITIVE SECURITY INFORMATION

Sec.
1520.1 Applicability and definitions. 
1520.3 Records and information withheld by 

the Department of Transportation. 
1520.5 Records and information protected by 

others. 
1520.7 Sensitive security information.

AUTHORITY: 49 U.S.C. 114, 5103, 40119, 44901–
44907, 44913–44914, 44916–44918, 44935–44936, 
44942, 46105.

SOURCE: 67 FR 8351, Feb. 22, 2002, unless 
otherwise noted.

§ 1520.1 Applicability and definitions. 
(a) This part governs the release, by 

the Transportation Security Adminis-
tration and by other persons, of records 
and information that has been obtained 
or developed during security activities 
or research and development activities. 

(b) For purposes of this part: 
Record includes any writing, drawing, 

map, tape, film, photograph, or other 
means by which information is pre-
served, irrespective of format. 

Vulnerability assessment means any 
examination of a transportation sys-
tem, vehicle, or facility to determine 
its vulnerability to unlawful inter-
ference. 

(c) The authority of the Adminis-
trator under this part may be further 
delegated within TSA. 

(d) The Administrator’s authority 
under this part to withhold or to dis-
close sensitive security information is 
also exercised, in consultation with the 
Administrator, by the Commandant of 
the United States Coast Guard, as to 
matters affecting and information held 
by the Coast Guard, and the Adminis-
trator of each DOT administration, as 
to matters affecting and information 
held by that administration, and any 
individual formally designated to act 
in their capacity.

§ 1520.3 Records and information with-
held by the Department of Trans-
portation. 

(a) Except as provided in paragraphs 
(c) and (d) of this section, and notwith-

standing the Freedom of Information 
Act (5 U.S.C. 552) or other laws, the 
records and information described in 
§ 1520.7 and paragraph (b) of this section 
are not available for public inspection 
or copying, nor is information con-
tained in those records released to the 
public. 

(b) Section 1520.7 describes the infor-
mation that TSA prohibits from disclo-
sure. The Administrator prohibits dis-
closure of information developed in the 
conduct of security or research and de-
velopment activities under 49 U.S.C. 
40119 if, in the opinion of the Adminis-
trator, the disclosure of such informa-
tion would: 

(1) Constitute an unwarranted inva-
sion of privacy (including, but not lim-
ited to, information contained in any 
personnel, medical, or similar file); 

(2) Reveal trade secrets or privileged 
or confidential information obtained 
from any person; or 

(3) Be detrimental to the safety of 
persons traveling in transportation. 

(c) If a record contains information 
that the Administrator determines 
cannot be disclosed under this part, but 
also contains information that can be 
disclosed, the latter information, on 
proper Freedom of Information Act re-
quest, will be provided for public in-
spection and copying. However, if it is 
impractical to redact the requested in-
formation from the document, the en-
tire document will be withheld from 
public disclosure. 

(d) After initiation of legal enforce-
ment action, if the alleged violator or 
designated representative so requests, 
the Chief Counsel, or designee, may 
provide copies of portions of the en-
forcement investigative report (EIR), 
including sensitive security informa-
tion. This information may be released 
only to the alleged violator or des-
ignated representative for the sole pur-
pose of providing the information nec-
essary to prepare a response to the al-
legations contained in the legal en-
forcement action document. Such in-
formation is not released under the 
Freedom of Information Act. Whenever 
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